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Abstract
Simultaneous expansion of the Internet and increased globalisation of the pharmaceutical industry have meant 
medication can be accessed transnationally from both legal and illicit sources. This has coincided with the rise of 
substandard and falsified medicines (SFMs) online. These products fail to meet regulatory or quality standards and/
or are constituted with substandard ingredients, causing undesired pharmacological effects, including possible injury 
and death. This review aimed to identify original research studies that examined characteristics of SFM online sales, 
attitudes towards purchasing medicines online and strategies to address this drug safety challenge. Keywords of 
‘Substandard’ and ‘Falsified’/‘Counterfeit’ and ‘Medicines’/‘Drugs’ and ‘Online’/‘Internet’ were searched using Web 
of Knowledge and PubMed databases. Resulting literature, which satisfied the study’s inclusion criteria, was included 
in the review, and the findings from each paper were assessed. From an initial 185 literature articles, 7 were eligible 
according to the inclusion criteria to be reviewed. These articles identified studies testing SFMs purchased online, 
surveys of attitudes and knowledge about SFMs online, and website content analysis to detect illegal online sales. 
Challenges identified were lack of knowledge and awareness among consumers and physicians, in addition to the use 
of direct-to-consumer-advertising, via Internet platforms and social media, providing easy access to SFMs. Despite 
this, medicine authentication technology, website verification approaches and new detection methods were identified 
as potential solutions specific to online SFM sales. To address online sales of SFMs, more robust research, greater 
awareness/educational programmes, analytical detection methods and more stringent online global governance are 
required.
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Introduction

High-quality, safe and efficacious medicines are funda-
mental in decreasing global morbidity and mortality.1 
Technological advancements and Internet access, with 
appropriate regulation, have enabled users access to safe, 
legitimate products. Unfortunately, this has coincided with 
the rise in the illicit substandard and falsified medicine 
(SFM) trade.1

The majority of literature published in the last two 
decades utilises definitions established in 1992 by the 
World Health Organization (WHO).1 According to WHO, 
‘substandard medicines’ are genuine products which 
unachieved quality standards.2 Official pharmacopoeia is 
used to derive these standards, which help ensure safety, 
establishing common quality requirements. WHO defines 
‘falsified medicines’ as products misrepresented deliber-
ately in terms of identity, formulation, and/or source.2 As 
there is no universally established definition for SFMs, 
other synonyms, such as counterfeit, are commonly used.3 
In this review, WHO’s definitions for SFMs, as previously 
stated, will be used.

Reports indicate 10% of medicines worldwide could be 
SFMs; however, this is difficult to quantify.4,5 This threat is 
not new, as cases of falsified cinchona bark and quinine, 
respectively, were reported as early as the 1600s and 
1800s.6 Recent SFM cases include falsified diazepam con-
taining haloperidol in Congo, resulting in dystonic reac-
tions in 930 individuals in 2014 (including 11 fatalities),7 
falsified bevacizumab was seized in the United States in 
2014 and emerging later in Uganda during 2017,8 and the 
United Kingdom’s Medicines and Healthcare products 
Regulatory Agency (MHRA) identified more than 34,000 
falsified COVID-19 products seized worldwide in 2020.9

SFMs may have the correct active pharmaceutical 
ingredient (API) but at incorrect doses, false API or no 
API. This also relates to excipients, which may be present 
in inaccurate concentrations or absent. Consequently, drug 
products may not produce the desired pharmacological 
effect. Packaging/labelling may also be implicated, deceiv-
ing consumers of authenticity, source and ingredients.2

SFMs are more prevalent in low- and middle-income 
countries (LMICs), where numerous supply chains run in 
parallel, causing variation in storage, time and supervision.10 
As of 2017, the SFM market in LMICs is estimated to be 
worth between US$10 billion and US$200 billion, with a 
median value of US$31.5 billion.11 These values are likely 
to be underestimated due to difficulty in monitoring multi-
jurisdictional criminal activity.12

SFMs are not exclusive to LMICs as incidences 
increased from 1997, after the erectile dysfunction medi-
cation, sildenafil, was launched in the United States. 
Authorities in numerous regions, including Asia and 
Europe, noticed the emergence of illegal erectile dysfunc-
tion drug trade online.13

Despite SFMs being a worldwide problem, legal impli-
cations vary among countries. In the majority of high-
income countries (HICs), SFMs are less likely to infiltrate 
the supply chain, due to laws regarding medicine manufac-
ture, distribution and dispensing. However, LMICs have a 
greater prevalence due to insufficient healthcare systems, 
weak regulations and outdated laws.14 In addition, increased 
law enforcement against the illicit drugs trade, including 
cocaine and heroin, meant criminals altering their opera-
tions to target the SFM market.12 Moreover, the involve-
ment of the Internet means illicit actors worldwide can 
participate in trading SFMs.

The World Wide Web is evolving, and cybercrime is 
becoming a greater threat, with now over half the world 
online.10 In 2015, the US Federal Bureau of Investigation 
stated a US$1,070,711,522 cybercrime cost, which 
included economic impacts linked to the illegitimate 
Internet pharmaceutical market.15 Motivations for crimi-
nals to utilise online platforms include customer reach, 
accessibility and anonymity. For the consumer, online pur-
chases are convenient, accessible around the clock, typi-
cally more economical and confidential as users are not 
required to share personal information. Furthermore, con-
sumers may use online sources to obtain prescription-only 
medication (POM), without a prescription.16

Driving growth in this market are the increasing 
numbers of people who are utilising the Internet to obtain 
health information, as attitudes of taking responsibility 
for their health have changed, along with reduced trust in 
authorities.17 Consumers may obtain medication from 
online sources, though these channels may be illegitimate.12 
This is an area of concern as approximately 72% of Internet 
users in the United States search online for health informa-
tion and medical advice, whereas a third use the Internet to 
self-diagnose.18

The US Food and Drug Administration (FDA) approxi-
mates 23% of Internet users have brought POM online.18 
Research indicates that millions of Americans purchase 
medication online; however, it is rarely reported to health-
care professionals.15 Pharmacists have reported concerns 
about patients purchasing medicines online, due to safety 
risks, complicating medication management and issues 
during counselling. Selling POM without a prescription or 
using questionnaires to sell POM instead of prescriptions 
is an illegal act committed by vendors. Other illegal activi-
ties include displaying misleading, false or imprecise 
statements and selling/exporting medication without 
authorisation. Estimates from the National Association of 
Boards of Pharmacy (NABP) in 2014 suggest roughly 4% 
of online drug traders operate legally.12 Purchasing from 
online sources is risky, as products quality and safety are 
questionable and available without clinical oversight. SFM 
procurement may occur on social media platforms, such as 
Facebook and Twitter, which have high user traffic and 
enable SFMs to be ‘pushed’ to users.12 Given almost 80% 
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of active Internet users visit social media sites regularly, 
this further expands SFMs reach.18 Other marketing tactics 
utilised to reach a wide demographic online, include affili-
ate networks, email spam and website adverts. In addition, 
purchasers may fall victim to cybersecurity risks, includ-
ing computer viruses/malware/spyware infection, finan-
cial fraud and data phishing.10

Hence, this critical review investigates SFMs availabil-
ity online, attitudes towards purchasing medicines online, 
and strategies to overcome this growing patient safety 
challenge. This review aims to identify original research 
articles characterising the risks posed by SFMs while 
focusing on the incidences, challenges and perspectives of 
this crucial global health challenge.

Method

Literature identification

A non-systematic literature review was conducted using 
keyword combinations associated with SFMs and online 
sales searched in reference sources with large science/
health literature databases. The search terms were ‘sub-
standard’ and ‘falsified/counterfeit’ and ‘medicines/drugs’ 
and ‘online/Internet’. These keywords were selected based 
on WHO definitions for SFMs and similarly validated key-
words commonly used in published literature. In addition, 
‘online/Internet’ were searched as this study focuses on 
e-commerce. Web of Knowledge (https://www.webof-
knowledge.com/) was a reference source used. Keywords 
were inputted into the search field and searched using the 
‘Topic’ setting. Using PubMed (https://pubmed.ncbi.nlm.
nih.gov/), keywords were queried using the ‘Search 
PubMed’ field using basic search settings. Both settings 
allowed keywords to be searched in titles, abstracts and 
author keywords found in Web of Knowledge and PubMed 
(MEDLINE) databases. Search outcomes were filtered to 
remove duplicate entries.

Literature refinement

Results were refined according to inclusion and exclusion 
criteria, as summarised in Figure 1. Inclusion criteria 
included research articles related to SFMs online written in 
English, with full text available and published between 1 
January 2010 and 1 June 2021. Exclusion criteria included 
non-original research articles, articles not written in 
English and outside desired publication dates. A 10-year 
timeframe was selected as this study aimed to identify 
recent SFM cases sold online while also trying to identify 
contemporary challenges and potential solutions. Unrelated 
articles and those without full texts were also not reviewed. 
Literature was filtered to only obtain research articles. The 
exclusion criteria removed reviews, commentaries, con-
ference papers and news reports. Abstracts were screened 
to determine whether they reported results from original 

studies involving the detection and characterisation of 
SFMs sold online. During this refinement, article sources, 
study methodology and relation to SFMs were noted. Two 
authors independently reviewed all study papers for inclu-
sion and exclusion criteria for this study.

Results

Literature search results

The identification phase generated 201 articles, and 
removing duplicates yielded 45 unique articles. The initial 
search outcomes identified two studies outside the desired 
publication dates (4.4%) and 24 review articles (53.3%). 
The majority were written in English (97.8%) and one was 
in French (2.2%). After screening abstracts, nine articles 
were eligible for inclusion in the literature review. The 
nine articles were conducted in six countries, including 
China (n = 1), Hungary (n = 1), Japan (n = 3), Sweden 
(n = 2), United Arab Emirates (UAE; n = 1) and the United 
States (n = 1). Five articles related to pharmaceutical anal-
ysis (55.6%), three involved surveys (33.3%) and two uti-
lised website characteristic analysis (22.2%).

Pharmaceutical analysis articles highlighted SFMs for 
conditions, such as diabetes and hypertension, giving 
insight into conditions being treated online. Surveys inves-
tigated SFM knowledge, which can assist in improving 
awareness and helping professionals deal with SFM users. 
Website analysis explored user traffic to identify regions 
where there was a demand for medication. These data 
could be used to enforce greater measures in these coun-
tries to protect consumers.

Pharmaceutical analysis

Pharmaceutical analysis articles (n = 5) detected drug 
classes online of dietary supplements (n = 1), Chinese pat-
ent medicines (n = 1), furosemide (n = 1), atorvastatin cal-
cium (n = 1), metformin (n = 1) and erectile dysfunction 
(n = 1). A variety of techniques were utilised, including 
liquid chromatography (n = 3), Raman spectrophotometry 
(n = 2), infrared spectrophotometry (n = 1), ultraviolet-visi-
ble spectrophotometry (n = 1), powder X-ray diffraction 
(PXRD; n = 1), X-ray computed tomography (CT; n = 1), 
principal component analysis (PCA; n = 1) and testing of 
disintegration (n = 1), dissolution (n = 3), friability (n = 1) 
and hardness (n = 1). Key findings from these articles are 
summarised in Table 1.

Guo et al. developed a novel skeleton-type molecularly 
imprinted column and tested five batches of dietary sup-
plements and Chinese patent medicines purchased online 
and from physical markets.19 Results identified glibencla-
mide in one sample at approximately 0.97 mg/g; however, 
the source of the products was unclear.19

Another study evaluated the chemical and physical 
qualities of furosemide tablets purchased illegally online 
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and from the UAE, according to the British Pharmacopoeia 
(BP).20 Both tablets passed weight variation, disintegration, 
dissolution, friability, hardness and identification tests.20 
However, chemical analysis, via ultraviolet-visible spec-
troscopy, highlighted online furosemide was below accept-
able limits (91.0% + 0.8%), indicating it is substandard.20

Fukami et al. investigated the quality of six atorvasta-
tin calcium tablets (J1-Aztor, J2-Lipitor, J3-Lipiget, 
J4-Atorlip, J5-Lipvas and J6-Lipitor) from four Japanese-
language websites.21 The country of manufacture includes 
India, Germany, Pakistan and Thailand, while J5-Lipvas’ 
origin was unknown.21 Comparing packaging and product 
appearance with website images, three tablets were shown, 
including shape, colour and size.21 J5-Lipvas appeared 
most questionable due to lack of information on packag-
ing, unclear manufacturing country and expiry date of 
6 months from receipt date.21 Tablets were assayed to 
establish dissolution profile and API contents, according 
to the Japanese Pharmacopoeia (JP). Both dissolution and 
API assay satisfied the JP; however, J3-Lipiget had a 
noticeably slower dissolution.21 Raman spectroscopy iden-
tified atorvastatin calcium’s characteristic peaks in all tab-
lets around 1450, 1150 and 900 cm−1.21 PXRD and infrared 
spectroscopy identified J3-Lipiget mainly contained lac-
tose and starch. Examining X-ray CT inner morphology of 

J3-Lipiget and compared to Lipitor control, multiple 
aggregates and heterogeneous particles were seen, whereas 
Lipitor had fine uniform particles.21

Sanada et al. used Raman scattering spectrometry and 
PCA for the identification of falsified samples from online-
purchased tadalafil, vardenafil and sildenafil. For tadalafil, 
52.2% of falsified tablets, compared to the standard, pre-
sented spectra peaks with the same wavenumbers, but dif-
ferent intensities.22 The falsified tablets exhibited no peaks 
and the spectra were flat.22 PCA indicated the standard and 
genuine tablets were similar and that 13 falsified tablets 
were close to the standard in principal component-1 
only.22 For vardenafil, a falsified sample had two common 
peaks with the standard (510 and 630 cm−1), but differing 
intensities.22 Two falsified tablets displayed similar spec-
tra to sildenafil, suggesting its presence. Eleven falsified 
tablets produced fluorescence and therefore displayed a 
flat spectrum.22 Two falsified samples had no significant 
peaks compared to the standard in principal component-1.22 
The remaining falsified tablets showed similarity in princi-
pal component-1 and/or principal component-2.22 For 
sildenafil, a small peak was seen in 94.4% of falsified tab-
lets, at approximately 1000 cm-1, which was absent in the 
standard or genuine sample spectrums.22 Falsified and 
standard generated comparable spectra. PCA indicated the 

Literature Search and Inclusion Methodology Flowchart
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Web of Knowledge (h�ps://www.webo�nowledge.com/) and PubMed 
(h�ps://pubmed.ncbi.nlm.nih.gov/) were used as central reference sources. (n = 201)
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What are the cases and challenges of 
substandard and falsified medicines 

available online and how it can 
poten�ally be overcome?

Keyword Search Terms:
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Drugs) and (Online OR Internet)

Duplicates were removed from the results outcomes. (n = 45)
Abstracts were then reviewed to check for suitability  

according to the inclusion and exclusion criteria.

Inclusion Criteria:
� Research Ar�cles
� Publica�on dates between 

1st January 2010 – 1st June 2021
� Wri�en in English
� Full text available
� Literature related to substandard and/or 

falsified medicines online

Exclusion Criteria:
� Review Ar�cles
� Publica�on dates not within

1st January 2010 – 1st June 2021
� Wri�en in a language that is not English
� Full text is not available
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Total number of studies related to substandard medicines: n = 8
(Web of Knowledge: n = 2, PubMed: n = 1, Both: n = 5)

Total number of studies related to falsified medicines: n = 8
(Web of Knowledge: n = 2, PubMed: n = 0, Both: n = 6)

(Total number of studies included for the literature review: n = 9)

Figure 1.  Flowchart depicting the methodology used in this review and the number of articles generated in each phase.
Using a combination of keyword search terms, an initial 201 articles were obtained from Web of Knowledge and PubMed. After removing dupli-
cates, the abstracts from the remaining 45 articles were reviewed according to the inclusion and exclusion criteria. A total of nine articles were 
eligible to be included in the literature review.
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genuine and standard tablets were similar. Sixteen falsified 
sildenafil tablets were similar to the standard/genuine in 
principal component-1 and/or principal component-2, 
despite the Raman spectra for the falsified tablets being 
similar to the other falsified tablets.22

Zhu et al. investigated the authenticity and quality of 40 
metformin tablets purchased online.23 When obtaining 
samples, prescriptions were not requested. Visual inspec-
tions detected three tablets with abnormalities, including 
blue and yellow stains and a crack.23 Carton and packaging 
insert dosage discrepancy was noted in one sample, which 
stated 500 mg and 850 mg, respectively. Analysis estab-
lished the content was 500 mg.23 Inconsistency was present 
in packaging languages against the leaflet and declaring 
manufacturing/distribution countries.23 Authenticity was 
based on questionnaire responses from each manufacturer/
distributor, covering sample information (e.g. API content, 
doses). Seven products were deemed to be genuine; how-
ever, the authenticity was unclear for the remainder as no 
response was received.23 Based on the US Pharmacopoeia 
(USP), samples were tested for metformin content, content 
uniformity and dissolution testing. Four samples failed 
content testing, where three samples were 500 mg tablets 
and one sustained-release tablet.23 Five samples failed 
content uniformity testing with values ranging from 
16.6 to 54.9.23 A 500-mg sustained-release tablet and a 
1000-mg extended-release tablet failed dissolution 
testing.23 Findings determined that 7 metformin samples 
were authentic, while the remaining 33 were questionable.

Surveys

Key findings from the three survey articles, which were 
performed in Sweden (n = 2) and the UAE (n = 1), are sum-
marised in Table 2. Surveys examined consumers’ atti-
tudes towards purchasing medication online (n = 2), and 
SFM knowledge/experience among general practitioners 
(GPs) and emergency physicians (EPs; n = 1).

Results found 78.5% of physicians were aware of the 
term ‘illegal and falsified medicines’, while 36.5% sus-
pected users.17 The percentage of GPs and EPs who 
encountered a patient they suspected to have taken SFMs 
was 35% and 38%, respectively.17 Participants stated the 
three most frequent medications were benzodiazepines/
opioids (n = 14), anabolic steroids (n = 7), and erectile dys-
function medication (n = 2).17 Foreign medicines accounted 
for 56.9%, where most were sourced from abroad (75.5%) 
or online (16.1%).17 The most common foreign medicines 
were antibiotics (24.1%) and cardiovascular medications 
(13.9%).17

When asked about participants’ response to patients 
they believed were highly suspicious of taking SFMs, 
64.5% would try to influence patients’ opinion, whereas 
5.0% stated possibly reporting to the health authority.17 
Seeking further information was recommended to patients 

by only 6.5%, primarily by contacting other healthcare 
professionals.17 Most physicians (78.5%) stated a need for 
greater understanding about SFMs, and 69.4% indicated 
using written material as the preferred method, for instance, 
newspaper articles.17

Another article examined public perceptions of con-
suming medication in Sweden.24 Results indicated 81% 
obtain POMs via their doctor.24 However, 11% considered 
buying from unsafe sources, such as the Internet, bypass-
ing contact with physicians.24 Furthermore, 63% did not 
recognise the online pharmacy verification logo, required 
by the European Union (EU) used to indicate the legiti-
macy of online pharmacies.24 Many respondents suggested 
this logo was important for safety; however, some expressed 
concerns over misuse on illegitimate websites to appear 
authentic and law-abiding.24

The final study examined public perception of medi-
cine e-commerce in the UAE, which indicated that 9.7% 
purchased medicines online, where 78% were non-
prescription.20 E-commerce motivations were mostly due 
to cost-effectiveness (43%) or unavailability in-store 
(43%).20 Food supplements (41%) and weight loss prod-
ucts (31%) were responsible for the majority of medication 
being sourced online.20 Only 4.9% of participants thought 
the medicines were of high quality, whereas 22% believed 
it was very poor quality or fake.20 Despite 60.8% of par-
ticipants stating uncertainty about the quality of the medi-
cines, 45% would reorder in the future whereas 16% stated 
they would not.20 A concern reported was 77.8% were una-
ware of UAE’s laws on medication e-commerce.20

Website characteristic analysis

Mackey and Liang evaluated the accessibility of direct-to-
consumer advertising (DTCA) through social media for an 
illicit online pharmacy. False adverts were created for 
illicit, non-prescription drugs and posted on Facebook, 
Twitter, Google+ and MySpace. The number of visiting 
users and locations was examined between 24 September 
2011 and 24 July 2012.18 The other study aimed to identify 
safety and professionalism indicators in 136 online phar-
macies. The authors mimicked how potential customers 
would identify online pharmacies by searching on the pop-
ular search engine Google. Websites were then assessed 
at 6- to 10-month intervals between February 2008 and 
February 2012. An online database, LegitScript, deter-
mined pharmacies characteristics, including location, 
prescription requirement and legitimacy verification.25 
Table 3 summarises the findings from these articles.

Insufficient regulation exists on social media platforms, 
as posts remained available despite possibly violating the 
terms and conditions. Only the Google+ account was sus-
pended for undisclosed reasons. Facebook, Twitter and 
MySpace remained linked to fictitious advertisements and 
generated 4107 visits from 2795 unique visitors over 
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10 months.18 Findings indicate users’ traffic from 18 coun-
tries, with 54.3% coming from the United States. The sec-
ond highest was China (26.0%), while another emerging 
market, Russia was fourth (6.5%). With the United 
Kingdom ranking third (8.9%), these four countries repre-
sented 95.7% of user traffic.18

Fittler, Bősze and Botz highlighted 16.9% of pharma-
cies stopped operating within a year, and within 4 years, 
50.7% were not accessible.25 Also, 22.8% of online phar-
macies ceased operations at least once and then revived 
during the study.25 Contact details, such as telephone 
number or postal address, were not displayed in 22.8%, 
whereas 43.4% provided both.25 Telephone numbers were 
present on 75% of websites, while locations were seen in 
46.3%.25 From pharmacies indicating their address, 18.4% 
was in Europe, 14.0% was in North America, 3.8% was in 
the Pacific and 2.9% was in the Caribbean.25 Just 23.5% of 
domains, according to Internet protocol (IP) address, cor-
related to the same continent stated on the website.25 Based 
on IP addresses, the top locations were the United States, 
the United Kingdom and Russia, representing 50.7%, 
10.3% and 6.6%, respectively.25 Up to 88.2% of the 136 
pharmacies offered various POMs, while 6.6% requested 
prescriptions.25 Similarly, 38.2% of pharmacies did not 
request any medical information from users, while 61.7% 
used questionnaires.25 Eight pharmacy-related seals 
were present on 16.4% of websites, including the likes 
of the Canadian International Pharmacy Association 
(37.5%), PharmaCheck (37.5%) and TrustedRx (25.0%).25 
LegitScript described websites as rogue (44.1%), unap-
proved (16.9%) or unverified (0.7%).25

Discussion

Pharmaceutical analyses noted the identification of 
glibenclamide in dietary supplements/Chinese patent 
medicines.19 Another study found online-purchased furo-
semide failed BP testing for API content with a value of 
91.0%.20 Fukami et  al.21 discovered that one sample of 
atorvastatin calcium, from four Japanese-language web-
sites, had coarse particles/aggregates and noticeably 
slower dissolution. Sanada et al.22 showed Raman spectra 
and PCA identified all falsified tadalafil tablets, and falsi-
fied vardenafil tablets could be identified by Raman spec-
tra, while the PCA score was similar to the standard tablet. 
Discrepancies identified in online-purchased metformin 
included the country of origin and packaging language, 
dosage difference in the packaging/insert and physical 
abnormalities. In addition, samples were noted to fail the 
content uniformity testing, limits for quantification and 
dissolution testing.23

Surveys highlighted that physicians had encountered 
medication unfamiliar to them and stated a need for SFM 
knowledge.17 Another survey identified individuals who 
would purchase POM, without consulting a professional, 

and a large proportion did not recognise the EU legal 
online pharmacy logo.24 Ashames et  al. noted less than 
10% of the UAE;s public had previously purchased med-
ication online, of which over-the-counter/non-prescrip-
tion medication accounted for a large proportion. The 
main motivations for medication e-commerce were non-
availability in stores and cost-effectiveness. Almost 80% 
expressed they were unaware of the e-commerce laws in 
the UAE.20

Social media content remained available online, 
despite advertising potentially illegal content. User traffic 
originated from 18 countries, with the United States rep-
resenting the largest proportion.18 Fittler et al. determined 
the number of active pharmacies decreased over time and 
that over a fifth did not provide contact information. 
Domain registration area did not align with the declared 
physical locations on most websites. POMs were availa-
ble on approximately 90% of websites; however, only 
6.6% requested a prescription. Despite many pharmacies 
in this study being classified as unapproved or rogue, they 
were still available online.25

Guo et  al. identified glibenclamide in dietary supple-
ments/Chinese patent medicines. Substandard and falsi-
fied glibenclamide has been fatal in many countries.26 
Glibenclamides’ inexpensiveness allows it to falsify anti-
diabetic drugs such as repaglinide which is comparatively 
more expensive.27 In 2009, 6 times the standard dosage of 
glibenclamide caused the hospitalisation of nine individu-
als and two fatalities in China.28 Findings are consistent 
with the literature, suggesting issues with substandard and 
falsified glibenclamide and other diabetes medication.29

Despite furosemide tablets containing correct API in 
this review, literature has noted cases where furosemide 
was replaced with zopiclone.30 Consequently, patients will 
experience zopiclone’s sedative effect and not furosemides 
diuretic effect.31 Another study identified furosemide 
injections being sold on websites classed as ‘not recom-
mended’ by the NABP.32 Despite different dosage forms, 
this highlights furosemide availability from questionable 
websites.

An atorvastatin calcium sample had a slower dissolu-
tion rate; therefore, bioavailability and efficacy would 
be less.33 As it is used in treating hypercholesterolemia, 
incomplete/slow dissolution can cause cardiovascular 
issues.34 Since this sample’s dissolution rate satisfied the 
JP, dissolution-related adverse effects are unlikely. Not all 
online drugs meet dissolution standards, as seen in a study 
that found 17 falsified vardenafil tablets.35 Counterfeit var-
denafil contained sildenafil or tadalafil and even some 
products containing vardenafil failed to meet the dissolu-
tion specification.35

Raman spectroscopy benefits over infrared spectros-
copy were noted, including measurements without pre-
treatment and rapid measurements, which could explain 
the increased use in recent years.21,35 However, Raman 
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devices cannot detect substandard medication and are bet-
ter suited for identifying falsified medications.36 LMICs 
may benefit from handheld Raman and near-infrared spec-
troscopy due to low cost, ease of use and measurement 
speed with no sample preparation or electrical supply.37

Sanada et al.22 utilised Raman spectroscopy and PCA to 
identify tadalafil tablets. Falsified vardenafil was identifi-
able with Raman spectra.22 The majority of the falsified 
sildenafil tablets had similar spectra peaks to the stand-
ard.22 Findings suggest falsified tadalafil from online 
sources could be detected via Raman spectroscopy and 
PCA; however, other techniques are required to determine 
the nature of vardenafil and sildenafil. The standards for 
all three medications had peaks between 510 cm−1 and 
630 cm−1, which is most likely due to the titanium oxide 
film coating, included for photoprotection and colouring. 
Criminals may consider this is unnecessary and not 
include it in the formulation. The authors also noted silde-
nafil in falsified vardenafil tablets, which may be due to 
cross-contamination during manufacturing or deliberately 
included to increase the effect of the treatment.

Zhu et al. established online sellers did not confirm pre-
scriptions for metformin, a POM in Japan. In addition, a 
lack of questionnaire responses from the majority of man-
ufacturers/distributors meant sample authenticity could 
not be determined.23 Substandard and falsified diabetic 
medication have been identified worldwide.26 The pres-
ence of Japanese metformin online suggests an unauthor-
ised supply chain exists.23 Subsequently, product quality 
may be compromised due to incorrect transportation and 
storage conditions. Another concern includes non-Jap-
anese language on the packaging and inserts of 98% of 
samples.23 Patients may not comprehend the information 
presented, potentially leading to adverse side effects. Zhu 
et  al.,23 however, did discover some samples failed the 
content uniformity and/or quantitative analysis, which can 
cause inconsistent or insufficient therapeutic effects, and 
lead to serious complications.

SFM attitudes from this review were consistent with 
Law and Youmans,38 noting 59.3% of pharmacists in 
California believed it is a serious issue; however, 60% 
had no SFM experience. Reporting in Sweden was lower 
than in California, as 52.4% of pharmacists would report 
the incident to the FDA, corporate headquarters or board 
of pharmacy.38 This suggests SFM education is more 
available in the United States; however, both countries 
should encourage reporting to authorities and educating 
consumers.

Website analysis indicated simplicity and inexpensive-
ness to market SFMs, via social media DTCA, which is 
coherent with literature examining FDA shortage drugs 
and highest-grossing drugs of 2009.32,39 The ability to 
broadcast in many countries violates DTCA legislation, 
excluding New Zealand and the United States.18 Twitter 
was most used for DTCA, consistent with another study 

stating the greater presence of recalled medicines sold 
on Twitter than Facebook.40 Other social media plat-
forms used for drug trading include Instagram, Snapchat, 
Slideshare and Flickr.41,42

Insufficient product information was displayed in 
92.7% of pharmacies analysed, and 76.5% had incomplete 
information leaflets.25 Lack of product information was 
also noted on illegitimate online pharmacies.43 Without 
information, such as dosage and ingredients, consumers 
are at risk. Even websites providing safety information 
may be unregulated.44

China and Russia had the second and fourth greatest 
user traffic, which also have a high frequency of online 
pharmacies.18,45 The United States and the United Kingdom 
complete the Top four, both having high-profile SFM 
incidences.12 For example, in 2012, counterfeit avastin 
was detected in clinics across the United States.46 The 
highest traffic was generated from the United States, which 
is consistent with published literature for being the largest 
pharmaceutical market.12 Results show that 23.5% of 
domains correlated to the same continent as the locations 
on the website, lower than a study that found 55% 
corresponding.25,47 This decrease could be due to greater 
use of masking domain location to authorities.48

As English-speaking countries are targeted by approxi-
mately 80% of Internet pharmacies, it is unsurprising 
61.0% of domains originated from these countries.25,49 
Canadian and US IP addresses have been used for opioid 
sales, while registered addresses were in Italy and Pakistan, 
respectively.50 Falsified contact information could entice 
consumers. For instance, Canadian pharmacy appeal has 
been noted, due to costs and trustworthiness based on 
Canadian safety seals.51,52 However, these websites may 
not be in Canada or accredited by seal providers. In addi-
tion, 61.8% of online pharmacies used questionnaires; 
however, this has been described as unsuitable for health 
assessment and provides consumers with a false sense of 
assurance.25,48 There is no evidence that questionnaires are 
reviewed by professionals, putting consumers at risk.

The majority of online pharmacies offered POM with-
out prescriptions and lacked information, which is a nega-
tive safety indicator. Despite this, online pharmacies’ 
longevity was associated with illegitimate activities. 
However, ‘revival’ websites accounted for 22.8% of online 
pharmacies.25 The authors followed up websites every 
6–10 months; however, visiting more frequently will pro-
vide greater accuracy.25 Motivations for websites tempo-
rarily becoming inactive could include avoidance of 
discontented customers/law enforcement. Given illegal 
online pharmacies have the capabilities of concealing con-
tact information, it is expected this opportunity would be 
taken, as seen in 22.8%.25

Despite not purchasing from websites, relatively small 
sample size, and limited study duration, this literature 
review highlights warning signs, such as the POM sale 



14	 The Journal of Medicine Access

without prescription and disparity between domain loca-
tion and address, which may indicate SFM sale. Monitoring 
and analysing these indicators could help devise strategies 
to reduce SFM e-commerce.

Policy implications of review findings 
and recommendations

Regulatory authorities, social media companies and 
Internet providers need to take greater action to reduce 
SFMs online. With suboptimal regulations, ease of launch-
ing online pharmacies and DTCA, unscrupulous personnel 
produce and sell SFMs online while benefiting from inad-
equate laws, increasing e-commerce and anonymity.

In a WHO member state survey, legislation on online 
pharmacy regulation was absent in 66% of countries.53 
Even countries with specific laws in place may be insuf-
ficient or outdated. For example, the US federal law 
introduced the Ryan Haight Online Pharmacy Consumer 
Protection Act (RHA) in 2008, aimed at reducing Internet 
medication sales by prohibiting controlled substance 
sales.54 However, the scope of RHA is limited to controlled 
substances listed by the Drug Enforcement Administration, 
excluding other medications sold online, and is limited to 
US traders, meaning sellers in other countries can continue 
to sell to the United States.55 Despite the RHA, online 
pharmacies are still selling ‘no prescription’ medication.55 
This highlights the need for an updated global approach to 
legislation that involves many stakeholders to protect 
Internet users, opposed to country-specific regulations.

International and multidisciplinary collaborations 
will help protect patients by identifying and shutting 
down online SFM sellers. International Criminal Police 
Organisation (INTERPOL) announced a global programme 
in collaboration with 29 of the largest pharmaceutical com-
panies to fight pharmaceutical crime. Other key stake-
holders involved include law enforcement, pharmaceutical/
wholesaler industries, Internet providers, credit card 
companies, health regulators and customs agencies.55 
INTERPOL has previously proved to be successful. 
Operation Pangea VI led to 9.8 million medications (worth 
US$41 million) being seized, more than 9000 websites 
being shut down and 58 individuals being under investiga-
tion or arrested.55 A similar model with the involvement of 
key stakeholders necessary may be needed to tackle SFMs 
online.

Active keyword monitoring may identify traders, lead-
ing to account/website closures and prosecution while pro-
tecting patients. Targeting keywords associated with 
high-risk or common medications could be lifesaving. For 
example, contraceptive and insulin products have been 
sold online by questionable sources.42,56

Websites could utilise a verification scheme, as seen 
with the EU common logo displayed on websites meeting 
specific authenticity requirements in the EU member states. 
Clicking on the logo redirects users to the national list of 

legislation-compliant pharmacies.49 However, as expressed 
by participants in the study by Lundin and Liu,24 accredita-
tion seals may be falsified by illegal websites and misrepre-
sented as accredited. A promising solution is NABP’s 
‘.pharmacy’ generic top-level domain (gTLD) name, which 
distinguishes between different website types.43,57 The 
‘.pharmacy’ gTLD is issued to websites complying with 
NABP criteria and is more difficult to forge than verifica-
tion seals.49 With NABP estimating 97% of online pharma-
cies are not compliant with pharmacy laws/standards, 
greater efforts are needed to combat this issue.53

Given education and training varies by role, institution, 
and country, the worldwide inclusion of SFMs online 
would better equip professionals to recognise and report. 
This also provides them with the knowledge to pass onto 
patients, improving awareness. In a review of pharmacy 
curriculum in two Asian and six sub-Saharan African 
countries, SFM training was only mentioned in one 
country.58 Better training should be developed, especially 
in LMICs where SFMs are prevalent, for example, USP’s 
collaboration with Nigerian universities on expanding 
pharmacists’ curriculum.58 However, this should also 
encapsulate the SFMs market online.

Improving awareness would help limit SFMs spread 
and prevent harm. In a US FDA survey, 23% of adults 
admitted to purchasing POM online, despite 29% lacking 
assurance in purchasing safe medication.53 With online 
pharmacies using DTCA strategies, which could dissemi-
nate misleading information about the benefits and/or risks 
of the SFMs, and the culture of self-diagnosing/self-pre-
scribing through the Internet, greater consumer knowledge 
is required. Consumers may self-diagnose/self-prescribe 
without seeking professional advice, leading to purchasing 
unnecessary medicines, medicines with contraindications 
or abuse potential/danger to health even if the source is 
authentic. Moreover, the quality, safety or effectiveness of 
the medication cannot be guaranteed, potentially consum-
ing SFMs. SFM awareness could be raised via government 
initiatives, for example, following a UK public survey, the 
MHRA recognised 79% of participants were unaware of 
SFMs.16 Consequently, the MHRA is developing a website 
with advice on distinguishing legal online traders.16 
Alternatively, company-led social media campaigns may 
be an effective method. For instance, Pfizer developed its 
‘Counterfeiters are Smart. You can be Smarter’ project to 
raise awareness about counterfeit medicines via YouTube.28 
Social media has proven to be effective as a health inter-
vention as seen with targeted initiatives for smoking cessa-
tion and weight loss.53

Social media use is now omnipresent and has made it an 
opportune marketplace for SFM sellers. Social media plat-
forms should work to eliminate SFM sellers from these 
platforms. For example, Facebook and Instagram began 
blocking opioid-related hashtag searches and blocking 
users’ accounts in April 2018. Despite this, studies have 
shown this to be ineffective as sellers continue to operate, 



Ahmed et al.	 15

possibly by altering their hashtag use.54 Tackling SFMs 
sold via social media could save millions of lives, and in 
the case of opioids, improve the US opioid crisis. Similarly, 
fentanyl, an opioid-based analgesic POM which has been 
counterfeited and introduced into the US supply chain, is 
sold via Twitter. A study highlighted significant amounts 
of fentanyl-related tweets related to sales. Given the high 
potency and lethal nature of fentanyl, the presence of 
online sellers is alarming and lead to a rise in fentanyl-
related overdoses, seizures and fatalities.48

To combat SFMs, efficient law enforcement, ample 
regulatory efforts and increased awareness are necessary.

Limitations of the study

This reviews methodology could be optimised to retrieve 
more articles. Inclusion criteria restricted literature to 
those published between January 2010 and June 2020. 
Similarly, only Web of Knowledge and PubMed reference 
sources were used. Using others, such as Google Scholar, 
or ScienceDirect, may increase the number of articles. To 
obtain more articles, using synonyms or different key-
words could be beneficial, for example, using ‘fake’ 
instead of ‘substandard’/‘falsified’. The literature obtained 
in this study may not represent the true SFMs’ scope.

The authors of two studies did not include copies of the 
surveys completed by participants, which may contain 
close-ended questions or limit answers to a few options.20,24 
As a result, unanticipated information by the authors may 
be missed. In addition, some terms used in the survey 
could be interpreted differently. For example, ‘quality’ was 
used by Ashames et  al.;20 however, it may have several 
meanings to participants, and the authors did not define it. 
These could have skewed the results in this literature 
review.

The literature obtained mainly focused on tablets. 
Further research is needed into other dosage forms, such as 
creams and suspensions. For example, a study in Nigeria 
had identified substandard/falsified ketoconazole creams.59 
Alternatively, including specific dosage forms in the 
search terms may help identify related articles. Greater 
research into other dosage forms can provide further 
insight into vulnerable medications/patients.

Conclusion

SFMs availability online is a global challenge difficult to 
combat. This article reviewed research from the last dec-
ade and identified cases of online SFMs, including atorv-
astatin calcium and furosemide. Some obstacles discovered 
are lack of education among consumers and physicians, as 
well as DTCA. Addressing these will result in greater 
awareness and healthcare professionals being better 
equipped to deal with SFM users. Strategies to help 

overcome SFMs, include pharmacy-specific gTLD, which 
allow consumers to differentiate between illegitimate and 
legitimate websites. Due to difficulty in falsifying, author-
ities could make it a requirement for online pharmacies 
and make consumers aware of this. Without improved 
awareness, greater monitoring and tougher global govern-
ance, online SFMs may continue to be an issue.

Future research could modify this study’s methodology 
to generate additional literature which provides greater 
detail on current research. Alternatively, researchers may 
investigate high-risk medications or therapeutic areas, 
which can lead to implementing patient-protecting meas-
ures. For example, due to differences between the minimum 
therapeutic and toxicity levels being closer in narrow ther-
apeutic index medicines, SFMs could be fatal. Studies 
could develop detection methods for APIs and harmful 
compounds with improved accuracy. The development of 
cost-effective techniques will enable more sample testing, 
especially in LMICs where SFMs are more prevalent, lead-
ing to further identification and saving lives worldwide.

Expert opinion and concluding 
remarks

There is a need to protect online consumers from two main 
aspects: their health, by ensuring the seller is genuine, and 
their cybersecurity, to ensure consumers are not victims to 
risks such as financial fraud and data phishing. This litera-
ture review has provided insight into the availability of 
SFMs online and has highlighted solutions that could be 
implemented in multiple areas to address the associated 
challenges. For example, greater awareness of SFMs 
online could improve through collaborative campaigns 
between national authorities and government agencies. 
Creating and/or updating legislation to prevent and prose-
cute illegal fake medicine traders online may be difficult to 
implement due to several factors including national law 
enforcement, the technology available and monitoring per-
sonnel in a rapidly developing Internet. Strategies to over-
come SFMs online are hindered by various factors, 
including lack of international collaboration, financial 
resources and lax legislation and enforcement. Lack of 
international collaboration impedes the harmonisation of 
legislation, whereas financial resources will be beneficial 
to many countries, especially LMICs when it comes to 
monitoring suspicious online activity and creating greater 
awareness. The lack of awareness and knowledge among 
patients and healthcare professionals is a major hurdle 
identified in the research that must be addressed. Education 
on the dangers of SFMs and how to identify them online 
plays a key role in saving lives and preventing harm. This 
knowledge could be distributed by universities, health 
authorities, medical/pharmaceutical societies and/or phar-
maceutical companies.
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The focus of future research should shift to investigate 
the types of consumers purchasing medications online (i.e. 
age, socioeconomic background, etc.), different platforms 
used to purchase these products and the products purchased. 
Findings from this work would be useful to create solutions 
to deter consumers from making questionable purchases or 
inform them of the risks available. Future research could 
also focus on examining how new and existing technologies 
can be utilised to help protect patients from online SFMs. 
Blockchain is currently being investigated as a specific tool 
that can help secure supply chains and reduce the impact of 
SFMs. With the convenience of e-commerce and the 
increasing culture of self-diagnosing/self-prescribing, more 
people are purchasing medicines and other health products 
online. SFM sellers already exploit this demand and, with 
the help of the Internet, it allows them to remain anonymous 
and reach a large audience across the world. If these sellers’ 
websites or accounts get shut down or suspended, they can 
create more with relative ease. This makes it difficult for 
consumers to distinguish legitimate sources from fake. In 
addition, these criminals are smart, and they find loopholes 
and flaws in existing systems and technologies, to use for 
their advantage for profit. For example, online pharmacy 
accreditation seals were introduced to safeguard patients 
from deceptive sellers; however, this has been utilised by 
SFM sellers to entice users to visit their websites by exploit-
ing the consumers’ trust, as seen in this literature review. 
Taking the above into consideration, unfortunately, one 
could also assume a correlation with the number of cases 
and fatalities associated with SFMs online to increase.

Greater safeguarding measures such as pharmacy-spe-
cific gTLDs and educational programmes could be imple-
mented, as these are difficult for criminals to fake and have 
a wide audience reach. Pharmacy-specific gTLD names are 
an interesting area with great promise. The use of this 
methodology, to verify the authenticity of sellers online, 
could increase patient confidence by indicating that the site 
is complying with appropriate legislation. As discussed, 
‘.pharmacy’ gTLD is regulated by the NABP which is an 
independent and non-profit organisation. Application of 
similar approaches globally with language considerations 
could create a safer global climate for online consumers.

With the recent COVID-19 pandemic, the pharmaceuti-
cal industry has begun investigating treatment with new and 
existing medications for its potential in fighting the SARS-
CoV-2 virus. Criminals have also profited from this by sell-
ing SFMs through online platforms. Given the dangers this 
poses, not only for the treatment of COVID-19 but for other 
ailments too, SFMs online are a significant threat to health 
and well-being. As highlighted in this literature review, 
there are significant challenges in combating this concern. 
Overcoming these challenges will have positive real-world 
outcomes which will help safeguard patients from fake 
medicines, as well as prevent criminal enterprises from 
expanding and profiting. Changes in consumer practices, 

education and online safety may result from this research, 
which provides greater insight into the latest trends and 
activities in this ever-evolving area. With advances in tech-
nology, greater use of online platforms and the demand from 
patients to obtain medication online, this area must be 
addressed, and action is needed to be taken sooner than later.
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